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nmapbot: method

e Using python, the AOL TOC protocol, Bayesian language
processing, and nmap 3.70, | hacked together a little bot that
can run nmap and ping. Future editions will include additional
commands =)

® The nmapbot rests on the shoulders of python and projects
such as Py-AIML, AIMLBayes, GrokltBot, and Reverend.
Many thanks to fyodor et al. for the excellent tool suite in
nmap 3.70.



nmapbot: capabilities

® Currently, this bot can
receive and run basic *nix
000 instant Messages with nmapbot : commands (e.g. Ping,
| nmap -sS, etc.) via
, standard AOL instant
| ping1921682?8\ £ messenger.

|  PING 192.168.2.78 (192168.2.78) 56(84) bytes of dara. 64 bytes from
i | 192.1682.78: icmp_seq=1 ttl=128 time=5.17 ms 64 bytes from

I need information 4t

5 ﬁ  What information do'you want me to get for you?
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= | 192.168.2.78: lcmp_seq=2 ttl=128 time=2.54 ms 64 bytes from

[ | 192.168.2.78: icmp_seq=3 ttl=128 tIFI'IE-l.SlmS 64 bytes from

' | 192.168.2.78: icmp_seq=4 tt=128 time=3.22 ms - 192.168.2.78 ping
i  gtatistics — 4 packets transmitted, 4 received, 0% packet loss, time |
' ;,f@ © 3033Ms it mmfavgfmxfmdev 2 51?3 3ﬁﬁ;‘51?5ﬂ 083 ms




Nmapbot: capabilities

rnln.ln Instant Messages with nmapbot

l need more mformatlon -&
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nmap -sS 191168278\ «®

 Starting nmap 370 ( hitp:/wwwinsecure.org/nmap/) at 2004-09-24 20:
57 EDT Interesting ports on 192.168.2.78: (The 1652 ports scanned but not |
shown below are Inmwchsed} PORT STATE SERVICE 7ftcp open echo
9/tcp open discard 13/tcp open daytime 17/tcp open qotd 19/tcp open :
chargen 135/tcp open msrpc 139/tcp open netbios-ssn 3306/tcp open mysql
MAC Address: 00:0D:88:81:77:4B (D- Lmk)Nrnap run completed -1 1P |

‘.f's address (1 host up) scanned in 4.275 seconds y

® This Is interesting,
because AOL IM can
be called via
cellphone and PDA
(you can run nmap
scans from your
cellphone!)



Nmapbot: future work

(1) Create a similar bot using
Jabber.
(2) Expand nmapbot into

"OO ith b = I i b ( | h
| S7EDTInterestng po:tr;s;;g;ﬂi?:g;:sﬁ:e 1:Eap%rgtmnnec bUTAOE ;! m eta S p o It Ot eve ra g e t e
| shown below are in state: closed) PORT STATE SERVICE 7ftcpopen echo

chargen 135/tcp open msrpc 139/tcp open netbios-ssn 3306/tcp open mysql |

| e et | metasploit framework from
| B e tohontany smmt o s eco LD T S Y : instant messaging).
‘thanks | (3) Create an XML-RPC bot
, N (non-IM) that can pass data
e TE— H through virtually any
e e = : corporate firewall.
(4) Extend nmapbot to offer
scanrand and
unicornscan.
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Contact information

If you'd like to correspond with me about nmapbot, contact
me via e-malil at abe.usher@sharp-ideas.net

If you need to send me a confidential message, you can grab

my public key from
http://www.sharp-ideas.net/Abe_Usher.asc

The nmapbot page is located at
http://www.sharp-ideas.net/archives/000032.html

Free the Packets!
Abe



